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AytenTudukanus

be3zonacHocts nndopmanuu

I'ocynapcTBeHHas
uH(pOpMallMOHHAS CUCTEMA

Hoctyn k uapopmanun
HocTynHoCTh

3ammra uHGOpMaLun
OT HECaHKIIMOHUPOBAHHOTO
J0CTyIa

3amumaemas HHGOpMAaIHs

UNnentuduxanus

HNudopmannonHas cucrema

Nudopmarnimonusie pecypesbl

WNudopmannoHHble
TEXHOJIOTHUH

WNndopmarnus

KonTponupyemas 30Ha

KonduaennuaibHOCTH

O6paboTka nmepcoHaTbHBIX

TEPMHWHBI 1 ONPEJAEJIEHUSA

JlelicTBus 1O IpOBEpKE IMOJJIMHHOCTU CYOBEKTa J0CTyHa
B MH(POPMALIMOHHON CUCTEME

CocrosiHME  3alUINEHHOCTH  HHGpOpMAlMM, IPU KOTOPOM
obecrieyeHbl €€ KOH(MICHLIMAIBHOCTh,  JOCTYITHOCTb
U LIEJIOCTHOCTb

WNudopmannonHas cuctema, co3aBaeMasi B LENAX peau3aiiu
HOJTHOMOYU I roCyJJapCTBEHHBIX OpraHoB
u obecrieueHus oOMeHa uHGpOpMAIMEH MEXIy OSTUMH
OpraHaMH, a TaKXXe€ B HMHBIX YCTAHOBJICHHBIX (elepaabHbIMU
3aKOHaMU LEJSIX

Bo3MmokHOCTh nosyueHust HHGOpMaIMK U €€ UCIO0Ib30BAHUS
CocrosiHue HMH(pOpPMAIIUKM, XapaKTEPHU3yeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB U HH(MOPMAIMOHHBIX TEXHOJIOTUH
o0ecrieunBaTh OECHPENATCTBEHHBIH JOCTYn K HH(pOpMaIuu
CyOBEKTOB, UMEIOIIMX HA ATO MOJTHOMOYHMS

3ammra wWHOOpMAIMK, HANpaBlICHHAs Ha IpeIOTBpAIlCHUE
HOJY4YEeHUsl 3allMIiaeMoil MH(pOpMalMK 3aUHTEPECOBAHHBIMU
CyObEeKTaMu C HapyIICHHEM YCTAaHOBJICHHBIX HOPMAaTHBHBIMHU
U IPaBOBBIMU JOKYMEHTaMHU (aKkTamMM) WM 00JaaTess MU
uHpOpMAMK TIPaB WM TPAaBWI pasrpaHUYCHUS JOCTyIa
K 3aluiaeMoil napopmanuu

Wndpopmanus, sBisiomiascs MOPeIMETOM  COOCTBEHHOCTH
U MOAJIeKallas 3allUTe B COOTBETCTBUM C TpeOOBAHUAMU
MIPaBOBBIX JTOKYMEHTOB WA TpeOOBaHUSIMH,
yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM MH(POPMALIUU
[IpucBoenue cyObekTamM U 00bEKTaM J0CTyNa UAeHTU(UKATOpA
U (MaM) CpaBHEHHE IMPEIbSABIAEMOro HUJIEHTU(UKATOpa
C TepeyHeM MTPUCBOCHHBIX UICHTH(PHKATOPOB

CoBOKYIHOCTh cojzieprkalieiicss B 0a3zax JaHHBIX MH()OpMaLUH
u o0ecrieynBaOIUX  ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB

OTtnenbHbIE TOKYMEHTHI W OTIEIIbHBIE MAacCHBBI JOKYMEHTOB,
JOKYMEHTBI WM MacCHUBbl  JTOKYMEHTOB,  COJEpKalluecs
B MH(QOPMALIMOHHBIX ~ cUCTeMax (OmOnmoTekax, apXuBax,
¢dongax, 6aHKax JaHHBIX, UH(OPMAIIMOHHBIX CUCTEMAaX JAPYTUX
BU/JIOB)

[Tpomeccel, MeToasl MoOMCKa, cOopa, XpaHEHHs, 00paboOTKH,
MIPEIOCTABIIEHUS, paclpoCTpaHeHHUs] MH(OPMALUU U CHOCOObI
OCYIIIECTBJIEHUS TAKUX ITPOLIECCOB U METO/I0B

CaeneHus (coobmenus, JTAHHBIC) HE3aBUCHMO
0T ()OpMBI UX TPECTABICHUS

[IpoctpancTtBo  (TeppuTopus, 3MaHHWE, YacTh  3JIaHHS),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpYyeMoe NpeObIBaHUE JIHUILL,
HE UMEIOUIMX [OCTOSHHOTO WM  Pa30BOro  JOIYyCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJCTB

OO6s3aTenbHOE IS BBIOJIHEHUS JTUIOM, MOJYYHMBIIUM JTOCTYI
K OINpejereHHOW uHpopmanuu, TpeOGoBaHHE HE IepeaaBaTh
Takyl0 HWH(pOpManui TpeThUM JUMIaM 0e3  corjacus
ee oOamaTens

JlelicTBus (omepanuu) ¢ NEPCOHANBHBIMU JAHHBIMHU, BKJIIOYast
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JAaHHBIX

Onepatop

IlepcoHanbHbIEC TaHHBIE

Yrpo3a 6e3omacHoCTH
uHpopmanuu

Y 93BUMOCTB

[lenocTHOCTH

cbop, cucTeMaTu3aluio, HaKOIUIEHHE, XpaHEHUE, YTOUYHEHHE
(oOHOBJIEHUE, M3MEHEHHE), MCIIOIB30BaHUE, PACIIPOCTpaHEHUE
(BTOM wuucie mepenady), oOe3TUYMBaHHME, OJOKUPOBAHUE,
YHUUTOKEHHE EPCOHABHBIX JaHHbBIX

TpaXIaHUH WM IOPUIMYECKOE JIMIO, OCYHIECTBISIOIINE
JESATENIbHOCTh MO AKCIUTyaTalluud MHGOPMAIMOHHON CHUCTEMBI,
B TOM dYHCIe MO 00paboTke WHGOpMAIUHU, COAepIKaIIehCs
B ee 0a3zax JaHHBIX

Jlrobas mHpOpMAIUs, OTHOCSIIASACS K TPSIMO WJIH KOCBEHHO
OTpeieIECHHOMY WU OnpeensieMoMy (PU3HUECKOMY JTHILY
COBOKYIHOCTh ~ YCIOBUH ¥ (aKTOpPOB,  CO3JAIOIIUX
MOTEHIIUAJIbHYIO 17001 peasibHO CYIIECTBYIOLIYIO
OIIaCHOCTb, CBSI3aHHYIO c YTEUKOU uH(pOpMaIuu
W/WJIM HECAaHKIIMOHUPOBAHHBIMU H/WIIM  HETIPEHAMEPEHHBIMU
BO3JICUCTBUSIMH Ha HEe

Henocrarok (cmabocTh) MIPOTrPaMMHOTO
(IpOrpaMMHO-TEXHHUYECKOT0) CPEICTBA MM MHPOPMALMOHHOM
CUCTEMBl B II€JIOM, KOTOpBIH (KOTOpas) MOXKET OBbITh
UCTONB30BaHA  JUIA  pealu3ali  yrpo3  0e30MacHOCTH
uHpopmaruu

YcroiunBoCTh  MHPOPMAMU K  HECAHKIIMOHHMPOBAHHOMY
WIH CIy4ailHOMYy BO3ICHCTBHIO Ha Hee B Mpolecce 00padoTKu
TEXHUYECKHUMHU CPEICTBAMH, DPE3YJIbTaTOM KOTOPOTO MOKET
OBITh YHUUTOXKEHHE U UCKaXEeHHE nH(popManuu



OBO3HAYEHUA U COKPAIIIEHU A

I'OCTP — T'ocynmapctBennbiii cranaapt Pocculickoit @enepanuu

[Tomutuka — IMonmutuka wuHpOpManMOHHONW Oe30omacHOCTH [ OoCcymapcTBEHHOTO
Oro/pKeTHOr0  00IIe00pa30BATENBHOIO  YUPEXKIEHUS  CPEHsA
obmmeoOpa3zoBarenpHas mkoia Ne 573 TIpumopckoro paiiona CaHKT-
[TerepOypra

[lIxona Ne 573 — T'ocynapcTBeHHOE OFOIKETHOE 00IIIE00pa30BaTEIIbHOE YUPEIKICHUE
cpennsisi  oOmeobpazoBarenbHas mkoja Ne 573 Tlpumopckoro
paiiona Cankr-IlerepOypra

®OCB Poccun — @DepnepanbHas ciyx0a 6e3omacHoctu Poccuiickoit denepanuu

OCTIK Poccun — @enepalibHas CITyk)0a MO0 TEXHUIECKOMY U IKCIIOPTHOMY KOHTPOJIIO



1 OBIIME NOJOXEHUA

Hacrosmas [Tonutuka siBnsieTcss JOKYMEHTOM, ONPEAeIISIONIMM HalpaBIeHUs AeSITeIbHOCTU
B o0Omactu obOecrneueHuss HMHQPOPMAIMOHHON  OE30MAaCHOCTH M TPEACTABISACT  COOOM
CUCTEeMaTU3UPOBAHHOE M3JIOKEHHE 1IeJiel U 3a/1a4 HH()OpPMALIMOHHON 0€30IaCHOCTH, KaK OJIHO WM
HECKOJIbKO TPaBUJI, MPOIEAYDP, MPAKTUUYECKUX MPUEMOB U PYKOBOJSAIIUX MPUHIIUIIOB, KOTOPHIMU
pykoBozactyercsi [llkoma Ne 573, a Takyke OpraHu3allMOHHBIX, TEXHOJOTHUECKUX U MPOIETYPHBIX
ACTIeKTOB oOecrieueHus: THPOPMAITMOHHON 0€30MMaCHOCTH.

[Tonoxxenus  Hactosameit  IlonmuTukun He  pacmpocTpaHsioTcs Ha  oOecriedeHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJApCTBEHHYIO TalHY.

OcHoBHO¥ 3amaueli B obsactu uHpopmarmonHor Oe3omacHoctu Illkoma Ne 573 mpusHaer
COBEPILICHCTBOBAHME MEp M CpEACTB OOECledYeHus 3amuThl HH(pOpMauy HWHPOPMAIMOHHBIX
pecypcoB Illkonbr Ne 573 B KOHTEKCTe pa3BUTHs 3aKOHOAATeNbCTBA Poccuiickorn depepanuu u
HOPM pEryIHpOBaHUS UH()OPMAIIMOHHON JAEITETFHOCTH B TEKYIIMX YCIOBHIX (PYHKIIMOHUPOBAHUS
MH(OPMALIMOHHOTO TOJIS.

[Tpu pa3pabotke [ToMUTHKN YYIUTHIBAIMCH OCHOBHBIC TIPUHIIUIIBI CO3AHUS CUCTEM 3aIlUTHI
uH(pOpMallMK,  XapaKTePUCTUKA UM  BO3MOXKHOCTH  OpPraHU3aIMOHHO-TEXHUYECKHX  MEp
Y COBPEMEHHBIX MTPOTPaAMMHBIX U allllapaTHO-MPOTPAMMHBIX CPEJICTB 3aIIUTHl HH(OPMAIUH.

B pamkax cBoeil nestenbHoct Illkomna Ne 573 06s3yercs npeanpuHIMaTh BCe BO3MOXKHBIE
MEpHI JUIS 3alUTHl HH(OPMAIMK OT yrpo3 6€30MacHOCTH HHPOPMALIUH.

TpeboBanusi wHGOPMAIIMOHHON O€30MaCHOCTH, COOTBETCTBYIOT IIEJIAIM JAESATEIbHOCTU
[lIxoma Ne 573 um mpeaHa3HaueHbl Uil CHIDKCHHS PUCKOB, CBSI3aHHBIX C peald3alued yrpos
06e30macHOCTH MH(POPMAIIHH.

[Tonutuka nocrynHa BceM pabotHukam Illkombr Ne 573 u Bcem moJsib30BaTensiM €ro

peCypcoB.
2 TIEJH U 3AJIAYY OBECHEYEHUS THO®OPMAIIMOHHOM BE3OINACHOCTH

Cy0bexTbl HHPOPMANMOHHBIN OTHOLICHHU I

Cy0nextamu npu obecrieuennn nHpopmannonHoit 6e3omacHoctu B [lIkone Ne 573 sBnsroTcst:

paOOTHUKHU CTPYKTYPHBIX MO/Ipa3AeaeHui (B TOM YHCIIE YBOJICHHBIE);

rpaxzaaHe, paboTaoIlre Mo J0roBopaM IrpakJaHCKO-IIPaBOBOT0 XapaKTepa;

¢u3nyeckue JMIA, MPEJICTaBUTENM KOHTPAareHTOB B pPaMKax HCIOJHEHUS JO0TOBOPHBIX
00513aTEJILCTB;

¢du3nueckue nuna, nojaasmue oopamenue B agpec [Ikomsr Ne 573;

IOpUAMYECKUE JIUIA, B PAMKaX HMCIIOJHEHUS JIOTOBOPHBIX 00S3aTENIbCTB UM BO UCIOJIHEHHUU
TpeOoBaHUIl CO CTOPOHBI 3aKOHOAaTeNnbcTBa Poccuiickoit deneparui;

Oprasbl TOCYJJapCTBEHHOH BJIACTH.

O0bexTh HHPOPMALMOHHBIX OTHOIICHUH

O6bexTamu HHYOPMALIMOHHBIX OTHOILIEHUH SIBIISIFOTCS:

uHpopmannonnsie pecypesl kot Ne 573;

rocyiapcTBeHHble  MHGOpManuMoOHHbIE cucTeMbl  OmnepaTopoM  KOTOPBIX  SIBISIETCS
[Hkomna Ne 573;

npouecchl 00paboTku uHGopManuu B UHGopMalMoHHbIX cuctemax [lkomsr Ne 573,
UH(POPMALIMOHHbIE TEXHOJOTHM, pEerjaMeHThl U Mpoueaypbl cOopa, 0O0pabOTKM, XpaHEHUs
U niepeadu nHpopMaluu;

uHpOpPMallMOHHAs HMH(QpacTpykTypa, BKIIOYAIOMAs CUCTeMbl 00paOOTKM, XpaHEHHs
U aHaln3a uH(popmalnuu, IporpaMMHbIE U IPOTrPAMMHO-AINapaTHbIE CPEJCTBA, B TOM YHCIIE KaHAJIbI
CBSI3M U TEJIEKOMMYHUKAIIWH;

CUCTEMBI M CPEJICTBA 3aIIUTHI HH()OPMALIUU, OOBEKTHI U MTOMEIIEHHUS, B KOTOPHIX pPa3MeIlleHbl
cpeacTBa 00paboTKU HHPOPMALIUH.

esan ob6ecnieyeHus1 HHPOPMALMOHHON 0€30MTACHOCTH

OcHoBHOH 11eBbI0 OOecnieueHust MHGopMarmonHoi 6e3omacHocT [komer Ne 573 sBusiroTcst

6



JeMCTBUSL HAmpaBJCHbl Ha JIOCTHKEHHE 3aLIUThl CYOBEKTOB HH(POPMALMOHHBIX OTHOIICHHHA OT
BO3MOXKHOT'O HAHECEHHs MM MaTepHaIbHOro, (U3NYECKOTr0, MOPAJIBbHOTO MM HMHOro Yyiuepoa,
MOCPEJICTBOM  CIYy4aHOTO  WJIM  TNPEIHAMEPEHHOro  BO3JCHCTBHA  Ha  HH(pOpMAaIuio,
B TOM YHUCIIE!

oOecrnieueHus OTKa30yCTOMYMBOTO (yHKIIMOHUPOBAHUS IPOrPaMMHBIX
1 annapatHo-nporpaMMHbIX cpeacTB [lIkosbr Ne 573 u mpegocTaBisieMbIX CEPBUCOB;

COOJIFOJICHHSI TIPABOBOTO PEXHMa HCIOJIb30BaHUS MACCHBOB M CpEACTB  00pabOTKH
nHpopmanuu;

NpPEOTBPALICHUS peaTu3aluud Yrpo3 0e30macHOCTH HMH(OPMAIMM TpPU  OCYHIECTBICHUU
nesreabaocty IIkoner Ne 573.

3agaun obecneyeHus HHPOPMALMOHHOM 0€30NIACHOCTH

JocTmxkenue neneit odecrneueHnss MHGOpPMaMOHHON 0€30IaCHOCTH U CBOMCTB MH(OpMaIuy,
[IIxona Ne 573 pemaercs cleayOMKUMU 3aa4aMu.:

3allUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MTHPOPMALMOHHBIM pecypcam;

pasrpaHuueHHs JOCTyIa MOJb30BaTeneld K WHPOPMALMOHHBIM, allapaTHBIM, TPOTPAaMMHBIM
U MHBIM pecypcawm;

perucrpalyy M NEpPUOAUYECKOTO KOHTPOJs JAEWCTBUH IOJb30BaTeseld mpu 00paboTke
3anUImaeMoi HHGpOpMaIK U NEPUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JCHCTBUH;

KOHTpPOJISI LIEIOCTHOCTH CpeAbl HCIOJHEHHs NIpOrpaMM M €€ BOCCTAaHOBJIEHUE B Ciydae
HapyILICHHUS;

o0ecrieyeHUss ayTeHTHU(UKALUMU U HMJIGHTU(UKALUU  I0JIb30BaTENeH, Y4aCTBYIOLIUX
B MH(OPMaLlMOHHOM OOMEHE;

o0ecrieueHus UCIIPaBHOCTH IIPUMEHSIEMbIX B MH(POPMALIMOHHBIX cucremMax
[xosnbr Ne 573 cpenctB 3auuThl UHPOPMALIUH;

CBOEBPEMEHHOI'0 BBISBICHHE HMCTOYHUKOB Yrpo3 0e30macHOCTH HHQPOpPMALUU, NPUYUH
U YCIOBHMM, CIOCOOCTBYIOIIMX  HAHECEHHIO  yliepda  3alMHTEPECOBAHHBIM  CYOBEKTaM
MH(OPMALIMOHHBIX OTHOLIEHHUI;

CO3JIaHUEM CJIy’KObI MOHUTOPHUHIA M pearupoBaHMs Ha yrpo3bl O€30MacCHOCTH MH(POpPMaLUU
Y HETaTUBHBIE MTOCIIEJICTBUS,

CO3JIaHUEM YCIIOBHMH JUIsI MUHUMU3AI[MM HAHOCUMOTO yIiep0a HepaBOMEPHBIMH JIEHCTBUSIMH,
U yCTpaHEHHE MOCIeACTBUIM HapyeHus: HHpopMamoHHoil 0e3onacHoctu B [lkome Ne 573.

Pemenue BoimenepeuncnenHsix 3aga4 B [llkome Ne 573 ocyiiecTiasieTcst OCpeiCTBOM:

yueTa BceX MoJIeKalluX 3aluTe THPOPMAIIMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS JIEHCTBUI NepcoHalia, OCYLIECTBISIONIET0 00CTyKUBAaHHE U MOAU(PUKALINIO
IIPOrPaMMHBIX U IPOTPaMMHO-aNNapaTHBIX CPEICTB UH(POPMALIMOHHBIX CUCTEM;

perjiiaMeHTaluu MpoLeccoB 00paboTku nHpopmanuu, neicteuil padotaukoB Lkomsr Ne 573,
OCYIIECTBIISIOIMX 3KCIUTyaTallli0 MPOrPaMMHBIX U IIPOrPaMMHO-AIIIAPATHBIX CPENCTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3alMOHHO-PACIIOPSIUTENBHBIX JOKYMEHTOB MO 3aluTe HH(pOpMaLnH;

Ha3HAa4YeHUs U MOATOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 3a OPraHU3aIMIO U OCYIIECTBICHHUE
MEpONpHUATHIA 10 obecnieueHuo nHpopMannoHHoM 6e3onacHocTu B [lIkone Ne 573;

HAJEICHUST KaXJ0ro pabOTHUKA MHHUMAJIbHO HEOOXOAMMBIMH TpaBaMH TpU padoTe
B MH(POPMALMOHHONW HHPPACTPYKTYpPE COTIIACHO UX JOKHOCTHBIM O053aHHOCTSIM;

COOJTIOJIEHHS] BCEMH Pa0OTHUKAMHM, SKCILTyaTHPYIOIIUMH U 00CTY>KUBAIOLUMH IPOTpaMMHBIE
U I[pOrpaMMHO-aIlIapaTHbIE  CPEACTBa, TPeOOBaHMN  OpPraHU3aLMOHHO-PACHOPSIAUTEIBHBIX
JIOKYMEHTOB 110 BoIpocam obecrieueHus: THPOPMaIMOHHOM 6€30MacHOCTH;

MEPCOHAIBLHON OTBETCTBEHHOCTHIO Ka)J0r0 pabOTHUKA 3a CBOU JIEHCTBUS, Y4aCTBYIOIIETO
B paMKaX CBOMX (PYHKIIMOHAQJIBHBIX OOS3aHHOCTEM B Ipoleccax aBTOMaTH3UPOBAHHOM 00pabOTKH
UH(OPMALIMU ¥ UMEIOIIETO JOCTYI K pecypcaM HH(POPMAITMOHHBIX CUCTEM;

peanu3alyell TEeXHOJOTHYECKUX IPOILeccCOB 00pabOTKHM HHGPOpPMALMU C HCIOJIb30BaHUEM
KOMILJIEKCOB ~ OPraHM3allMOHHO-TEXHUYECKUX MEp 3allUThl MPOrpaMMHOIO  obOecredeHus,
IpOrpaMMHO-aNapaTHBIX CPEJCTB;

OPUHATHS Mep MO 00eclnedyeHuI0 (U3MYECKON IEIOCTHOCTU IPOrpaMMHO-aNNapaTHbIX
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cpeacTB WH(GOPMALMOHHBIX CHCTEM U MOJAJEPKaHHEM HEOOXOJUMOTrO YPOBHS 3aIlMIEHHOCTH
KOMITOHEHTOB;

UCIOJIb30BaHUsl MPOTPAMMHBIX U MPOTrPAMMHO-ANIAPATHBIX CPEJCTB 3allUThl WHGOpMaUU
oOpabarbiBaeMoM B LlIkose Ne 573 u aAMUHUCTPATUBHOM MOAIEPKKON UX HCIIOJIb30BAHMS;

KOHTPOJISI ~ COOJIIOJIEHUS]  TOJBb30BaTeNIIMU  HMH(DOPMALIMOHHBIX ~ CHUCTeM  TpeOoBaHUi
1o o0ecrneyeHn o HHPOPMaITMOHHON O€30aCHOCTH;

npoBeJeHus aHanu3a 3(Q(HEKTUBHOCTH MPUHATHIX MEP 3alIUThl HUHPOPMAIMK U IPUMEHIEMBIX
cpencts 3anmuThl uHGopManuu B [1Ikone Ne 573;

pa3paboTKW W peaau3aluu MNPeJIOKEHUH 10 COBEpIICHCTBOBAHUIO CHUCTEM  3allUThI
uHpopmanuu B [lIkone Ne 573.

3 TPUHIMIIBI OBECIIEYEHUS HH®OPMAIIMOHHOM BE3OITACHOCTH

Obecneuenne MH(MOPMALMOHHON 0€30IaCHOCTH, JOJIKHO OCYLIECTBIATHCS B COOTBETCTBUU
CO CJIEIYIOIIMMH OCHOBHBIMU IPUHLUIIAMU!

IIpuHIMT 3aKOHHOCTH

[Tpu BBIOOpE MEpONPHUATHH MO 3ammTe WH(GOPMAINHU, JOIDKHO COONIIOIAThCS EHCTBYIOIIEES
3akoHoJaTenbcTBO Poccuiickoit denepanuu B cdepe 3auThl THPOPMALIUH.

Bce paboOTHUKHM OJDKHBI MMETh TPEACTaBICHUE 00 OTBETCTBEHHOCTH 33 MPAaBOHAPYIICHUS
B cdepe 3aummrhl MHGopManuu. IIporpammHo-anmapatHele cpeicTBa, npumensiembie B Ilkose
Ne 573, nOWKHBI WMETh COOTBETCTBYIOUIME JIMIICH3WH, OQUIHMAIBHO TNPHOOpETaTbes Yy
npejcTaBuTeNell pa3paboTUUKOB 3TUX CPEJICTB WIM SBIATHCSA WUHTEIUIEKTYaIbHOW COOCTBEHHOCTHIO
[xosbr Ne 573.

IIpuHIMI CHCTEMHOCTH

[Tpu co3maHum CUCTEMBI 3alIUTHI JOJDKHBI YUYUTBHIBATHCSA aKTyajdbHbIE YTpO3bl 0€30IaCHOCTU
uHpOpMaLlMK, BO3MOXHbIE OOBEKThl M HAIpaBICHUs aTaKk Ha HEE CO CTOPOHBI HapyIIUTENEH.
Cucrema 3alMTHl JIOJDKHA CTPOMTHCS C YYETOM HE TOJBKO M3BECTHBIX KAHAJIOB YTEUKU
UHpOpPMALIMK, HO U C YYETOM BO3MOKHOCTH TMOSIBIIEHUS HOBBIX YS3BUMOCTEH B MPOrpaMMHOM
o0ecrevyeHunu.

IpyuHOMI KOMIIEKCHOCTH

KommuiekcHoe uCnob30BaHUE CPEACTB 3alllUThl MHPOPMAILMK MPEAINOIaraeT COrjJacoBaHHOE
IIPUMEHEHHNE NIPU NTOCTPOCHUH LIEJIOCTHON CHCTEMBI 3alUThI, IEPEKPHIBAIOIIEN BCE CYIIECTBEHHbIE
yrpo3bl 0e30MacHOCTH WHGpOpPMAIHMK. 3alluTa JA0HKHA CTPOUTHCS SIIEIOHUpPOBaHO. Dusznueckas
3alUTa JoJKHA 00ecneunBaThesl (PU3MUECKUMU CPECTBAMU M OpPraHU3allMOHHBIMH MEpaMHU.

[Tpu mocTpoeHny, BHEPEHNN U SKCIUTyaTallud CUCTEMBI 3alIUThl HHPOPMALMK PYKOBOJICTBO
HIxonbr Ne 573 oGecneunBaer ycioBusi Uit 3(G(GEKTUBHON KOOPAMHALMU JNEHCTBUH BCeX JIMIL,
obecreunBaronux HHPOPMAIMOHHYIO O€30MTaCHOCTb.

IIpuHIMI CBOEBPEMEHHOCTH

Pa3zpaboTka cuctembl 3alUTHl HHPOPMAIMKU JOJHKHA BECTUCH MapajlielbHO C pa3paboTKoi
U HMHQOpPMAaMOHHOW  cHCTEMBl. OJTO TO3BOJIMT y4yecTh TpeOoBaHHMs  Oe30macHOCTH
IpU MPOEKTUPOBAHUU AapXUTEKTYphl M, B KOHEYHOM cYeTe, co03/4aTh Oonee 3¢¢eKTUBHbIE
UH(POPMALIMOHHBIE CUCTEMBI, 00JIaal0NIUe TOCTATOYHBIM YPOBHEM 3aLIUIIEHHOCTH.

IIpuHIUN NpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAHUE MEp U CPEACTB 3alIUThl HMH(OPMAIMM HAa OCHOBE
IIPEEMCTBEHHOCTH OpPTaHU3alMOHHBIX W TEXHUYECKUX pEIIeHUH, KaJpOBOrO0 COCTaBa, aHaIM3a
(GYHKIMOHUPOBAHUS MH(POPMALMOHHBIX CHCTEM M CHCTEMBl €€ 3allUThl C Y4eTOM H3MEHEHHM
B MeETOJaX M CpelacTBax IepexBara HH(QOpPMAIMK, HOPMATHUBHBIX TpeOOBaHUI IO 3aliuTe
UHpOpMaLINH.

IIpyuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrieyeHre MH(YOPMAITMOHHON 0€30MMacCHOCTH U LIEHHOCTH
MHQOPMALIMOHHBIX PECypcOB Ha BEIMYMHY BO3MOXKHOIO ymepbda OT HuX pasriameHus,
YHUYTOXXCHUSI M UCKaXeHHUs. Vcronp3yeMble Mephl U CPEACTBA 3alIUThl HH(OPMAIMK HE JOJDKHBI
YXYyJIIaTh 3prOHOMUYECKHE TIOKA3aTENN KOMIIOHEHTOB HH()OPMAIIIOHHBIX CUCTEM.
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[IpUHIUN 0TBETCTBEHHOCTH

Bo3noxeHne 0TBEeTCTBEHHOCTH 3a o0ecredeHre 0€301macHOCTH HHPOpMaIUK U ee 00paboTKu
Ha KaXJI0ro pabOTHWKA B Mpelenax €ro MOJHOMOYHHA. B COOTBETCTBHHM C STUM MNPHUHIMIIOM
pacnpeziefieHue MpaB U 00s3aHHOCTEW PAaOOTHHUKOB CTPOMTCA TaKUM 00pa3oMm, 4TOOBI B cllydae
JT000T0 HApYIICHHS ObLT U3BECTEH HAPYIIUTENb.

IpyuHUKMI 000CHOBAHHOCTH U TEXHUYECKOH peain3yeMoCTH

WudopManinoHHbIe TEXHOJIOTHH, TPOTPAMMHBIC U MIPOTPAMMHO-AMIAPaTHBIC CPEACTBA, MEPHI
3alUThl UHGOPMAIIUU JIOJDKHBI OBITH peaqr30BaHbl MO COBPEMEHHBIM pPEIICHUSM, OOOCHOBAHBI
C TOYKHU 3PEHUsS TOCTHKCHHSI 33JaHHOTO YPOBHS 3AIIUIICHHOCTH WH(POPMAIIUN U IKOHOMUYECKOU
1eJeCO00pPa3HOCTH, a TaKKe COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpPMaM M TpeOOBaHUSIM
1o 6e30MacHOCTH WH(POPMAIIHH.

Hpunuun npodeccuonanmMa

Peanuzanuss mMep 3amuThl MHPOPMAIMM W IKCIDTyaTalusi CPEJACTB 3alIUThl HH(OpMAIHH
JOJI’KHA OCYIIECTBIATHCS MPOQPECCHOHAIBHBIMU CIIEIIMATUCTAMH.

[TpuBiieyeHNE CHICIMATM3UPOBAHHBIX OPTAHU3AIMHA K pa3pad0TKe CPEJCTB U peallU3aliud Mep
3alUThl UHQOPMALMK, MOATOTOBIECHHBIX K KOHKPETHOMY BHJY AESITEIBHOCTH MO 00ECIEYCHHIO
0e30MmacHOCTH MH(POPMAITMOHHBIX PECYPCOB, HMEIOIIHUX OIBIT MPAKTHYCCKOH pabOThI U JIHIICH3UH
Ha MPaBO OKa3aHUs YCIYT B 9TOM 00JIacTH.

IpuHIUN MUHEMHA3ANUH TPUBUJIETHIT MOIb30BaTeNel

ObecrnieueHne MoJb30BaTENCH MPUBIIETUSIMU MUHUMAIBHO JTOCTATOYHBIMU ISl BHITIOJTHEHUS
MMH CBOUX JIOJDKHOCTHBIX oOsi3anHOCcTe B [1Ikome Ne 573.

4  OCHOBHBIE TPEBOBAHMUS 110 3ALIMUTE UH®OPMALINU
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3amuThl MHGOpMAMM JODKHA MPEAYCMAaTPUBATh KOMIUIEKC OpraHU3allMOHHBIX,
IPOrPaMMHBIX M MPOrPaMMHO-ANIApPaTHBIX CPEICTB M Mep IO 3aluTe MH(OpMaluu B Ipoliecce
ee 00paboTKH.

Boinonnenue TpeGoBaHMN JTOCTUrAeTCs 3a CUET peav3allMi Ha 00beKTax MH(pOpMaTU3aluu
Mep 1O 3aluTe HHPOPMALUK:

UACHTU(DUKAIMY U ayTeHTU(DUKAUU CYyOBEKTOB JIOCTYIAa U 0OBEKTOB JJOCTYTIA;

YIIPaBJIEHUIO IOCTYIIOM CYOBEKTOB JIOCTYIa K 00bEeKTaM J0CTYIa;

OTpaHUYEHUIO IPOrPAMMHOM Cpeibl;

3alUTe MAIMHHBIX HOCUTENEH MepcoOHabHBIX JaHHbIX;

perucTpanuu coObITHII 0€30MTaCHOCTH;

AQHTUBUPYCHOM 3aIIUTE;

0OHApPY>KCHUIO BTOPXKCHUIA;

KOHTPOJIIO (aHAJIN3Y) 3alMIIEHHOCTH NePCOHAIBbHBIX JaHHBIX;

00ecreveHnIo IeT0CTHOCTH NH()OPMALIMOHHON CUCTEMBI M TTEPCOHATBHBIX JIaHHBIX;

00€CTeYeHNIO JJOCTYITHOCTH MEPCOHANIBHBIX JTAHHBIX;

3alUTHI CPEIbl BUPTYaTU3aluu;

3aIUThl TEXHUUECKUX CPEJCTB;

3alUThl UHGOPMAIITMOHHON CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U NEpeaul JaHHBIX;

BBISIBJICHUIO MHIIUCHTOB U pearnpoBaHie Ha HUX;

yhOpaBieHU0 KoHuUrypauue HHOOPMALMOHHOW CHUCTEMBI M CHCTEMbI  3aIUThI
NEPCOHAIBHBIX JIaHHBIX.

Mkoma Ne 573, xak oOnagarens UWHGOpPMAIMM OrPAaHUYEHHOIO JIOCTyMHa, MpHU
OCYILIECTBJICHHH CBOMX TpaB 0053aHO:

coOiroaaTh MpaBa 1 3aKOHHbIE MHTEPEChl MHBIX JIULL;

NPUHUMATh HE0OXOAUMBIE MEpHI 10 3alIUTe HHPOPMALINH;

OrpaHMYMBATh JOCTYH K HMHQOpPMaLUH, €ClIM Takas oOOA3aHHOCTh YCTAHOBJIEHA
3aKoHoAarenbCcTBOM Poccutickoit denepanumu.



B Tom uncne Ulkona Ne 573, BopaBe eciau MHOE HE MPETYCMOTPEHO 3aKOHOAATEIbCTBOM
Poccuiickoit deneparuu:

pasperniaTh Wik OrpaHHYUBATh JOCTYII K HH(OPMAIIUH, OTIPENIENIATH MOPSA0K U YCIOBHS TAaKOTO
JOCTYTIa;

UCIIOJIb30BaTh HH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

nepeAaBatb MHGOpPMALMIO JPYI'MM JIMIIAM Ha YCTAHOBJIEHHOM 3aKOHOJATENIbCTBOM
Poccniickoit denepanuy OCHOBaHUY;

3alMIIaTh YCTaHOBJIEHHBIMU 3aKOHOJaTenbcTBOM Poccuiickoit depepaunn crocodamu CBOU
npaBa B Cllydyae HE3aKOHHOTO MOJY4YEeHHs HMH(OpMAIMM WM €€ HE3aKOHHOTO HCIIOIb30BaHUS
VHBIMH JINLIAMU;

OCYILECTBIISITh MHBIE JACHCTBUS ¢ HMH(OpManuend WM pa3pemarbh OCYIIECTBICHHE TaKUX
NeMcTBUHM, ecnu 3TU  JeMcTBUA HE NpoTHBOpevar (QelnepaibHbIM 3aKOHAM U JIPYTUM
HOPMaTHUBHO-IIPaBOBbIM akTaM Pocculickoit @enepanuu.

3ammra MH(QOpPMAUM  OTPAaHWYEHHOrOo JOCTyHa HpEeACTaBIseT CcOOOW  NpUHATHE
OpraHM3alMOHHBIX U TEXHUYECKUX MEp, HAIIPaBJICHHBIX Ha:

coOuro/ieHre KOH(UISCHIMANbHOCTH UH(OpMay (MCKIIOYEHNEe HEeIpaBOMEPHOIO JIOCTYTIa,
KOTIIMPOBAHUS, PEIOCTABICHUS WIIK PACTIPOCTPAHEHUS HH(OPMAIIHHN);

o0ecreyeHne 1eJIOCTHOCTH HH(pOpMauK (UCKITI0UEHHE HEMPaBOMEPHOTO YHUUYTOKEHUS
WA MOJU(PHUIMPOBAaHUS HH(POPMAITUH);

peanu3almio rnpasa Ha AOCTYI K MH(pOpMaIuy (MCKII0UeHHE HEIPaBOMEPHOI0 OJIOKMPOBAHUS
uH(popManun).

CpenctBa 3amuThl MHQOPMAIMKM BHEAPSIOTCS 10 pe3ylbTaTaM MPOBEICHHS OLIEHKU PUCKOB
MH(}OPMaLlMOHHON O€3011aCHOCTH.

Oprannsanus 3amuTsl HHGOpManun

[Mlpu opranmzammmu B Ilkome Ne 573 3ammTel MHPOPMALWHU, ITODKHBI BBITOIHATHCS
TpeboBanuss ®DenepanmbHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 wuHpOpManuy,
MH(OPMALIMOHHBIX TEXHOJOTHSAX U O 3allluTe UHPOpPMAIMN», KOTOPbIE PEryIUPYIOT OTHOIIECHUS,
CBSI3aHHBIE C YCTAHOBJICHMEM, M3MEHEHHEM U NpeKpalleHHeM pexuMa oOpabOTKH 3alluIiaeMon
uHpopmanuu. B TomM wuucine TpeboBaHMs O 3ammTe UWHGOPMAalUWU, HE COCTaBISIOLIEH
rOCyJapCTBEHHYIO TaiiHy, coJepXalleiics B TOCyJapCTBEHHBIX HH(OPMAIMOHHBIX CHCTEMax
yrBepxaeHHbIe TpukazoM GCTIOK Poccun ot 11.02.2013 Ne 17 «O6 yTrBepkaeHUH TpeOOBaHUI 0
3amTe MHQOpPMAallMM, HE COCTAaBISAIOUIEH TOCYyJapCTBEHHYK TaliHy, cojepxkaiieiics B
rOCy/IapCTBEHHBIX HMH(POPMALIMOHHBIX CHUCTEMax» JUIsl TOCYJapCTBEHHBIX HH(OPMALMOHHBIX
cucteMm 1o kotopsiM lIkomna Ne 573 sBnsercs OnepaTopom.

B Illkone Ne 573 mnomumo pealu3allud OCHOBHBIX MeEp 3alllUThl HHGMOpMaLUU
OCYILIECTBIISAETCS:

peryisipHasi OLIEHKa M yIOpaBlIeHUE pUCKaMHU HHGOPMAaLMOHHONW O€30MacHOCTH B
COOTBETCTBUH C YCTAHOBJICHHBIMU MPOIETypaMH B 00JIaCTH YIPABICHUS PUCKAMU;

uH(popMUpOBaHUEe, O0y4YeHHE U TMOBbIIeHNnEe KBanupukanuu padotHukoB Illkonsr Ne 573 B
cdepe nHGOpMaIMOHHOM OE30TaCHOCTH;

MeToauYecKass MoMoIllb pabOTHHKaAM B Bolpocax o0ecreueHus HHGOPMaIUOHHON
0e30IMacHOCTH;

aHAJIN3 U MMOMCK BO3MOKHOCTEH IO MOBBIIIEHUIO YPOBHS 3aIMILEHHOCTH HH(OpMAaIIHH.

Jns opranuzanuu 3ammtbl uHGopmanuu, lkoma Ne 573 BmpaBe NpUMEHSATh CPEACTBA U
METOJIbl TEXHUYECKOM 3allUThl, IPEeINPUHUMATh JPYyrue, He MPOTHUBOpEYalllie 3aKOHOIATEIbCTBY
Poccuiickoit denepanuu, Mepsl.

B pamkax obecrnieueHusi 3auThl HHGOpMaLUY, B paMKaxX TPYIOBBIX OTHOIIEHUH HEOOXOIMMO
03HAKOMUTH O] POCIHUCH PAaOOTHUKOB, TOCTYI KOTOPBIX K MHPOPMALMU OTPAaHUUYEHHOTO JIOCTYIIA,
HEOOXOUM JIJIsl BBIIIOJIHEHUSI UMH CBOUX JTOJKHOCTHBIX OOS3aHHOCTEH, ¢ mepeyHeM HH(opMaluu
OTpaHUYEHHOTO A0CTyNa, U MpuHATHIME B LlIkone Ne 573 mMepamu 3amuThl HHGOPMALIKH.

Oco0eHHOCTH 321U ThI IEPCOHATBHBIX JaHHBIX
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[lpu opranmszauum oOpabotku B Ilkome Ne 573 mepcoHaNbHBIX HaHHBIX HEOOXOAWMO
PYKOBOJICTBOBaThCSl TpeOoBaHusiMu DenepanbHoro 3akoHa oT 27.07.2006 Ne 152-03
«O mepCcoHANBHBIX TaHHBIX).

[lepeuennr mep, BoIMOIHEHHWE KOTOPBIX oOecrneunBaeT Illkoma Ne 573 B kauecTBe omeparopa
NEPCOHATBHBIX JAHHBIX, JOJDKEH BKIIOYATh:

HazHaueHue B Illkose Ne 573 OTBETCTBEHHOrO 3a OpraHU3AIMIO OOPAOOTKH MEPCOHATBHBIX
JAHHBIX;

pa3paboTKy JOKYMEHTOB, OIPEACIIAIOINX paBUla B OTHOIEHUH 00pabOTKU NepCOHAIBHBIX
nansbix B LIkone Ne 573, nokampHBIX aKTOB 110 BOIIpOcaM 00pabOTKU MEPCOHATBHBIX JaHHBIX;

IPUMEHEHHE OPraHU3alMOHHBIX M TEXHMYECKMX Mep Mo olecreueHuro O0e30IacHOCTH
NEPCOHANBHBIX JAaHHBIX B COOTBETCTBUU co craTheil 19 denepanphoro 3akona ot 27.07.2006
No 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBINOJIHEHHE TPEOOBAHUHN MO COCTABY M COACPIKAHUIO OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep
1o obecredyeHuto 0e30MacHOCTH NEePCOHANBHBIX JaHHBIX MPU X 00paboTke B MH(POPMAIMOHHBIX
cucTeMax MepCcoOHaNbHBIX MTaHHBIX yTBepkIEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBepXKIEHMM COCTaBa M COJCpPXKAHUSA OPraHU3ALMOHHBIX M TEXHMYECKMX Mep II0
obecrieyeHnI0 0€30IaCHOCTH TMEPCOHAIBHBIX JMaHHBIX NMPH HX 00paboTKe B WH(GOPMAIMOHHBIX
cucTeMax NepCOHANIbHBIX JaHHBIX,

OLICHKY BpE€Ia, KOTOPBIA MOXKET OBITh NPUYMHEH CYOBEKTaM IEePCOHANBHBIX JaHHBIX
B ciayyae HapyumeHus PenepansbHoro 3akoHa Ne 152-d3; cooTHolIEHHE YKa3aHHOTO Bpena
U NPUHUMAEMbIX OIEPAaTOPOM MeEp, HalpPaBICHHBIX HAa OOECIeUuEHUE BBIIIOJIHEHUS O0S3aHHOCTEH,
npexycMoTpeHHbix deaepanbHbiM 3akoHOM Ne 152-D3;

o3HakomieHHe paboTHHKOB [1Ikonbl Ne 573, HenocpencTBEHHO OCYILECTBISAIOMUX 00padOTKy
HNEpCOHANbHBIX JAaHHBIX, C TOJOXKEHUSAMH 3aKoHoaarenbcTBa Poccuiickoit  denepauun
0 TIEPCOHAIBHBIX JAaHHBIX, B TOM 4YHCJIE€ TPEOOBAaHMAMHU K 3aIIUTE NEPCOHAIBHBIX AaHHBIX,
JOKyMeHTaMH, omnpeaensiioliumu  tpeboanus Illkonsr Ne 573 B oTHomeHun 0O0pabOTKU
NEPCOHAIBHBIX JJaHHBIX U 00y4YeHUE, IPU HEOOXOJUMOCTH, YKa3aHHBIX pAOOTHHUKOB.

ObecneueHne 6€30MaCHOCTH MEPCOHABHBIX JJAHHBIX JOCTUraeTcsl, B YaCTHOCTH:

onpejeieHueM  yrpo3 U HapymuTeneid  0€30MacHOCTH  MEPCOHAJIBHBIX  JIaHHBIX
npu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHABHBIX JaHHbIX;

ONpEENIEHUEM ypPOBHS  3alUIIEHHOCTH IEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpeboBanusimu ITocranosnenus IlpaButenscrBa Poccuiickoit ®deneparm ot 01.11.2012 Ne 1119
«O06 yTBepkIeHMM TpeOOBaHMII K 3allUTE IEPCOHAIBHBIX JMJAHHBIX MpuU UX 00paboTke
B MH(OPMALIMOHHBIX CUCTEMAaX MEePCOHATBHBIX JaHHBIX»;

NPUMEHEHHEM IMPOUICIIINX B YCTAaHOBJICHHOM IOPSIKE MPOIEAYpPY OLEHKH COOTBETCTBHUS
CPEZCTB 3aLIUThl HHPOPMALIUY;

OLIEHKOH 2(PPEKTHBHOCTH MPHUHUMAEMBIX MEp TI0 3allUTe IMEePCOHAIBHBIX JAHHBIX J0 BBOJA
B HKCILTyaTalio HH(HOPMAIIMOHHON CHUCTEMBI MIEPCOHANIBHBIX JTAHHBIX

BOCCTAHOBJICHHEM IE€PCOHAIBHBIX JAHHBIX, BCIEACTBHE MOIYYEHHS] HECAHKIMOHHPOBAHHOTO
JIOCTYTIA K HUM;

YCTAaHOBJEHHEM TMpaBWJI JOCTyHa K TEepCOHAJbHBIM  JIaHHBIM, 0Opa0aThIBa€MbIM
B HMH(pOPMAIMOHHBIX CUCTEMaX IMEPCOHAIBHBIX JAaHHBIX, a TaKKe OOECIeYeHHEM pPErHucCTpaluu
U y4eTa BCeX JICHCTBHI, COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMU B HH(POPMAIIMOHHBIX CHCTEMaxX
NEPCOHANBHBIX JaHHBIX;

KOHTPOJIEM 32 MPUHUMAEMBIMU MEPAMH T10 3aIIUTE MIEPCOHANBHBIX JTaHHBIX U OTPEICICHHOTO
YPOBHSI 3aIlMIIEHHOCTH WH(POPMAIIMOHHBIX CHUCTEMaxX IEepPCOHAIBHBIX JMJAaHHBIX B IpOLEcce
ee KCIUTyaTaluH.

5 OCHOBHBIE TPEBOBAHMSI K TIPONECCAM OBECHIEYEHHW A
NHO®OPMAIIMOHHOMU BE3OIMACHOCTH

MeTtonudeckoe pyKOBOJICTBO, pa3paboTKy pelieHui Mo 3anmre HHPOPMaIUH, COTIacOBaHUE
BbIOOpA CPEICTB BBHIYMCIUTENBHON TEXHHKH, MPOTPAMMHBIX U MPOTrPaMMHO-ANMNapaTHBIX CPEICTB
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3alUThl UH(OPMAIMK, OpraHU3alio padoT MO BBISBICHHIO BO3MOXKHOCTEH M MPEXyNpeKIACHUIO
YTE€YKH W CBOWCTB 3alUIIaeMoi HMHQPOPMAIMH, aTTeCTAlluI0 OOBEKTOB HMH(POPMATHU3AIUN
OCYILIECTBIISAIOT KOMIIETEHTHbIE paOoTHUKH LlIKkosbr Ne 573T.

Pusnyeckas 0e30MaCHOCTH

[TpuHsTBIE OpraHU3alMOHHbBIE U TEXHUYECKHUE Mephl 10 3amuTe nomeneHuil [lxomer Ne 573,
CEepBEPHOT0 M KOMMYTAIMOHHOIO 0OOpYyJOBaHHUS, AaBTOMAaTU3MPOBAHHBIX pPabOYMX MecCT
noJjb3oBaresnel nHpopmaunoHHbix cucteM [lkoma Ne 573 obecrieunBaroT peaan3anuio Ciae yonxX
Mep 110!

pasrpaHu4eHuIo Aoctyna paboTHUKOB B nomemieHus Lllkonsr Ne 573 B cooTBeTCTBUM C HX
HOJTHOMOYHSIMU U I0JKHOCTHBIMH 00S3aHHOCTSIMU;

peructpanu (akToB BXOJa pabOTHHKOB B TIOMEIIEHUS B KOTOPBIX BeAeTcs oOpaboTka
NIEPCOHAIBHBIX JaHHBIX;

KOHTpOJIUpyeMOMY TMpeObiBaHu0 mocTtopoHHux juil B Illkome Ne 573 B momemienus, B
KOTOPBIX BefleTcssi 00paboTka MHPOPMALUMU OrpaHMYEHHOIO JOCTYNAa W pa3MELIEHbl annapaTHble
cpencTBa HHPOPMAITMOHHON CHCTEMEI,

OpraHu3alK PeXUMa KOHTPOJIMPYEMOI'0 BHOCA/BBIHOCA CPEJCTB 00pabOTKH HH(OPMALIHH.

[Tomemenust Ilxonbr Ne 573 nomxHbl OBITH OOOPYIOBAHBI JETEKTOPAMU OTHS M JbIMA,
OTHETYLIUTENIIMHA, CUCTEMaMH KOHIMLIMOHUPOBAHUS BO31yXa, CPEACTBAMU OXPaHHO-NIOKAPHOU
CUTHAJIM3aL1U.

OcHOBHOE cepBepHOE U KOMMYyTalHOHHOe obopyamoBanue Llkonsr Ne 573 noimkHO OBbITH
3alllMIIEHO OT NepeboeB B IM0Aaye AJIEKTPOIHEPTUU IYTEM MOJKIIOYEHHUS K JJIEKTPOCETH C
IPUMEHEHHEM MCTOYHHKOB OecrepeOOMHOro MHTaHUS U PE3EPBHOIO  JIU3elb-TeHepaTopa.
Hctounuku OecriepeOOMHOIO NUTaHMS HEOOXOAMMO PEryJsipHO TECTUPOBAaTb U IPOBEPATH
yIOJHOMOYEHHBIM paboTHukaM Illkomsr Ne 573 B COOTBETCTBUM C PEKOMEHJIALMSIMU
IIPOU3BOIUTEIIS.

[TopraTuBHBIE TEXHMYECKHE CpEICTBA HE JOJDKHBI  OCTaBaTbCsi 3a  INpeAesiaMu
KoHTposipyemoi 30HbI [IIkoibr Ne 573 6e3 koHTpoJIst cO cTOpoHBI paboTHUKOB LlIKkosbr Ne 573.

be3onacHocTh Ha padoueM mecTe

3anpemiaercss BECTH 3allCh Iapojied B OTKPHITOM BHUIE HAa MaTepHAJbHBIX HOCHUTEI,
3a UCKJIIOUEHUEM CIIy4aeB, PETIAMEHTHPOBAHHBIX METO/I0B XPAaHEHHUSI.

JIOKyMEHTBl U HOCUTENIN C HH(OpMalMed OrpaHMYEHHOrO AOCTYyNa IOJKHBI YOMpaThCs
B oleyarelBaeMble MecTa (cef¢pl, mKadsl M T.O1.), HOpU yxoae ¢ pabodyero Mecra.
Ha aBTomaTusupoBanHom pabodyem mecte [lonb3oBarens pabouast ceccusi JoikHa OBITH NpEpBaHa,
paboumnit cron 3abmokupoBaH. Bxoj monb3oBaTenss B CUCTEMY HE JOJDKEH BBIIOJIHATHCA
ABTOMAaTUYECKHU.

JlokyMeHTBI, cojepxaiue HWHGPOpPMAlMI0 OrpaHMYEHHOTO JOCTyMa, JOJDKHBI —cpasy
U3bIMAThCSl W3 T€YaTaloUMX YCTpOHCTB. g yTWiIM3anuu KOH(QUICHIHAIbHBIX TOKYMEHTOB,
JOJDKHBI MCIIOJIb30BAaThCSl YHUYTOXKHUTENU JOKYMEHTOB HE HIKE 4 ypOBHA IO CTaHAAapTy
0€30MacHOCTH, IPUMEHSIEMOMY K YHUUTOXKHUTEISAM JOKYMEHTOB.

[Ipy wucnonb30BaHUM MOOWJIBHBIX TEXHHYECKHUX CPEICTB HEOOXOOUMO COOM0JaTh
JIOTIONTHUTEIbHBIE MEphl 10 pPErjiaMeHTallud W KOHTPOJI HCIOJIb30BaHUS B HH(POPMAIIMOHHOM
cUcTeMe MOOUIIBHBIX TEXHUUYECKUX CPEJCTB.

HaxoxneHue mpencraBuTeleldl IOPUAMYECKUX JIUI[ B paMKax MCIOJIHEHUS JOTOBOPHBIX
00513aTeNIbCTB B TIOMEIICHUSAX B KOTOPBIX BefeTcs o0paboTka WHGOpMAMKM OrpaHMYEHHOT'O
JocTyna UHQOPMAIIMOHHON CHCTEMBI, BO3MOXKHO TOJBKO B CONPOBOXJEHUU padoTHHKa LlIkosbl
Ne 573 nonymieHHOro 10 06pabOTKH Takoi HH(pOpMALIUH.

Pa3menienne TeXHUYECKUX CpeACTB BbIBOAa MH(popMmanuu B nomemeHusx Illkonsr Ne 573
IPOM3BOJUTCS C YYETOM HCKJIIOUEHHUS BO3MOXKHOCTH BH3YalIbHOTO IPOCMOTpa HHGPOpPMALUU
MOCTOPOHHUMHU JIMIIaMU U paOOTHUKAaMU, HE TOMYIIEHHBIM K padoTe ¢ JaHHON HHpopMaluei.

TexHuueckue CpeacTBa JOJKHBI pPa3MelIaTbCss M XPAHUTHCS TaKUM 00pa3oM, UTOOBI
COKPATHUTb BO3MOKHBII PUCK MOBPEKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOT'O JOCTYTIA.

Texnuveckoe 00cay;KUBaHHe 000Py10BAHUS
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Texnuueckue cpeacrBa Ilkomer Ne 573 nomkHBI NPOXOAWTH HAa PETYJISIPHON OCHOBE
CEpBUCHOE 00CITy’)KUBAaHHE B COOTBETCTBUH C PEKOMEHIALMSIMU ITPOM3BOAUTENECH 000pyJ0BaHUS.

PemoHT m cepBucHoe oOcCTy)XHBaHUE OOOpPYIOBAHUS JIOJKHBI BBIMONHATHCS TOJBKO
KBAJIM(PHULHUPOBAHHBIMU CIIELUAINCTAMH.

Texnuueckoe 0OCTyXHBaHHE OOOPYIOBaHHMS CTOPOHHMMH OPTraHM3ALUSMH HE JOJDKHO
IPUBOAUTH K PUCKY HapyIIEHU KOH(PUICHIIMATbHOCTH 3aLUIAeMON HH(DOpMaIIH.

B3anmopneiicTBHe ¢ TPETHHUMH JTHLAMHA

B mnensx obGecneyeHuss wuHpopmarmonHo Oe3zomacHocT [Ikomer Ne 573 mpm
B3aMMOJEHCTBUM C TPETHUMH JIMIIAMU JJOJDKHO BBIIOIHATH CIEAYIOLINE MEPOIIPUATHUS T10:

3aKJIIOYEHUIO COIVIAIIEHUS O HepasIjalleHMM HWHQPOPMALKUU OrPaHUYEHHOI'o JIOCTYIa
IIOJIyUEHHOM B X0/1€ UCIIOJIHEHMSI IOTOBOPHBIX 0053aTEIIbCTB,;

OCYILIECTBIICHUIO KOHTPOJSA 3a JCUCTBUAMH IPEACTABUTEICH KOHTPAareHTOB B IIPEIeiiax
KOHTpoupyeMoii 30Hb!I IlIkomst Ne 573.

YnpasieHue ;KU3HEHHBIM LHMKJIOM HHPOPMAIHMOHHBIX CHCTEM

MepomnpusTsi B Ipolecce >KU3HEHHOTo nukia umHpopManumoHHbix cuctem llkoma Ne 573
JOJDKHBI OBITh HampaBlieHbl Ha oOecliedeHue 3alluThl MHGOpMalMu NpU BBOAE B JeHcTBue,
AKCIUTyaTallH, COPOBOXKACHUN U MOJIEPHU3ALIUH, BEIBOJA U3 IKCIUTyaTallUH.

OcHoBaHMeM @pHU pa3pabOTKe HH(POPMALMOHHBIX CHUCTEM JOJDKHBI SIBISATHCS PELICHUS
NpUHATBIE Ha cTaaud (GOpMHpPOBaHUS TpeOOBAaHWH, conaepKaliue TPeOOBAHUS B TOM YHUCIIE
[0 CHCTEME 3aIUThl UHPOPMALIUH.

JIroboe maHupyemMoe K BHEIPEHUIO U3MEHEHNE MH(POPMAITMOHHOW CUCTEMBI IPEABAPUTEIHHO
JOJDKHO ~ OBITh  MPOAHAJU3UPOBAHO HA  COBMECTMMOCTb U OTCYICTBUE  HapyLICHUH
paboToCIOCOOHOCTH CUCTEMHBIX KOMITIOHEHTOB B TOM YHMCJIE CPEICTB 3alUTHI HH(OPMAIIHH.

PaGoTsl 1o MojnepHu3anuu HHGOPMALMOHHOM CHUCTEMbI, B TOM 4YHUCIE IO YCTaHOBKE
IPOTPaMMHOTO 0OecrieueHusi U OOHOBJICHUH, TOJKHBI IIPOBOJUTHCS B HEpaboUyee BpeMsl HITH BpeMs
HauMeHbIIel pabouel Harpy3Ku.

[Ipu BBIBOAE U3 OKCIUIyaTalMd HMHQOPMAIMOHHBIX CHUCTEM JOJDKHO 00ecreuyrnBaThCs
rapaHTHPOBaHHOE ynajeHne oOpadaThIBaeMOM U XpaHUMON B HUX MH(OPMAIIUH C HCTI0JIb30BaHHEM
CPEICTB T'apaHTHPOBAHHOTO YHUUYTOKEHHS HMH(OpPMALMK WK MyTeM (PU3NYECKOr0 YHMUYTOKEHUS
HocuTeneil nHdpopMarum.

Bce mpouenypsl obecniedyenus 3amuThl mHGopMaiuu, ycraHoBieHHble B Illkome Ne 573
B OTHOIIEHMM HWH(POPMALMOHHBIX CHCTEM, JIOJDKHBI BBIOJHATHCS M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMH JIMLIAMH 32 OPraHU3ALMI0 pa0doT MO 3aIuTe HHPOPMAIUH.

KonTpoJs nocryna k HHpOpManMOHHBIM CHCTEMaM

Bce pabotnuku konsr Ne 573, nomyiieHHble K paboTe ¢ MHPOPMALMOHHBIMU CHUCTEMaMU
HECYT IEpPCOHAIBbHYI0O OTBETCTBEHHOCTh 3a HApyLIEHHUsS YCTAaHOBJIIEHHOTO IOpsJKa 0O0pabOoTKU
uH(pOpMaLINH.

VYpoBeHb MONHOMOYMHN NOJB30BaTeNs B nH(popManmoHHO# cucteme Llkonsr Ne 573 nomkeH
OTIPEENATHCSA B COOTBETCTBUH C €r0 JOHKHOCTHBIMU 00S3aHHOCTSIMHU.

Hoctyn mnonb3oBareneit k uHpopmanuoHHbBIM cuctemMaMm Hlkomer Ne 573 nomken
KOHTPOJIMPOBATHCSI aIMUHUCTPATOPOM UH(POPMAIIIOHHOM CHCTEMBI.

OcylecTBIEHHE PETYISIPHOTO KOHTPOJIS BBIOJHEHMS] OpraHU3alMOHHO-PACIOPAIUTENbHBIX
JIOKYMEHTOB, KacCaloUIUXCsl periaMeHTanmuu gomycka pabotHukoB [lkomer Ne 573 «k
UH(POPMALIMOHHBIM CHCTEMAM.

NpenTuduxkanus u ayreHTupurkanms

Joctyn nomnp3oBareneid K MH(OPMAIMOHHBIM CHCTEMaM JOJDKEH MPEJOCTaBIIATHCS TOJBKO
MoCJie YCHEIIHOTO 3aBepIICHUs UICHTU(PUKALIUY, AyTeHTHPUKAILIUIH.

[Tonydyenue monb3oBaTeieM HMMEHHM B HH(GOPMAIIMOHHOM CHUCTEME M Mapoiis, KOTOpbIe
o0ecneunBaroT A0CTYI K HH)OPMALIMOHHON CUCTEME, TOJIKHO OCYIIECTBIIATHCS MO MPEACTABICHUIO
PYKOBOIUTENS CTPYKTYPHOT'O IIOApa3ACIEHUS.

YupasiieHue 10CTynom
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B Illkone Ne 573 nmomKHO OCYIIECTBISATHCS YHpPABICHHE JOCTYNOM K HH(POPMALMOHHOM
CHCTEME MOCPEICTBOM pEAIN3alUU HEOOXOAMMBIX METOJOB, THUIIOB U MPaBUJI PA3TPAHUYECHUS
JOoCTyna Mmojib3oBaTelsiM uHpopMmarnuonHoi cucreMbl [lIkomer Ne 573. B Tom umcne obecniedeH
3alMIIECHHBIN yJaJeHHBIH JIOCTYNl CYyOBEKTOB JOCTyNna K OOBEKTaM JOCTyNa uepe3 BHEIIHUE
UH(POPMALMOHHO-TEIEKOMMYHHUKAI[HOHHBIE CETH.

be3onacHocTs npu padore ¢ HOCUTEIIMU HHPOPMAITHT

Paborauku Ikonsl Ne 573 noiKHBI MCHOIB30BaTh TOJIBKO YYTEHHBIE ChEMHBIE MAalllUHHBIE
HOCUTENU WMHGOpMalMU Ul BBIIOJHEHHMS CBOUX JOJDKHOCTHBIX OOsi3aHHOCTEH. Mcnonb3oBaHue
CBhEMHBIX MALIMHHBIX HOocHTenel nHpopmanuu B Lllkory Ne 573 B MHBIX HEJSX CTPOTO 3aIPEIICHO.

CpemHble MallIMHHBIE HOCUTENU UH(OPMAIMK JOKHBI XPaHUTCS B OlleYaThIBAEMBbIX IIKadax,
B IIOMEIIEHUSAX B KOTOPBIX MPEIYyCMOTpeHa 00paboTKa HHPOPMAIIUN OTPAaHUYSHHOTO TOCTYIIA.

B cinyuae kpaxku wiu oTepu ChbE€MHOTO MAIIMHHOIO HOCUTENS MH(OpPMAIMHU, a TAKXKe MHBIX
MHIMJICHTOB, KOTOPhIE MOTYT MPHUBECTH K HAPYIICHUIO CBOWCTB HH(OPMALUU OTPaHUUYECHHOTO
JI0CTyTa, JOJDKHBI IIPOBOAUTHCS MEPOIIPHUATHS 110 PACCIEIOBAaHUIO TAKUX HHIUICHTOB.

[Ipu BBIBOAE M3 AKCILUTyaTallMM CHEMHOTO MAIIMHHOTO HOCHTENS WH(POPMAILlUH, BCE AaHHBIC,
XpaHsIIMeCs] Ha HEM, JIOJDKHBI ObITh yJalleHbl OINpEesIeHHOM KOMHUCCHEH M3 uucia paObOTHUKOB,
CPEJICTBOM rapaHTUPOBAHHOIO YHUUTOXKEHHSI HHPOPMAIIIH.

@daKkT yHUYTOXKEHUS HHGPOpPMALMM HA CHEMHOM MAIIMHHOM HOCUTelle HH(opManuu
¢ukcupyercss B akre 00 YHHYTO)KEHWHM HWHPOPMALUU CO CHEMHOTO MAIIMHHOTO HOCHUTEIS
uHpopmanuu.

Perucrpanus co0bITHI

B IlIxonme Ne 573 nomkHa OCYHIECTBISATHCA PETUCTPALUU COOBITHIT Oe30macHOCTH
Ha BCeX KOMIOHeHTax uH(popManuoHHbIX cucteM Llkomsr Ne 573, B xoTopwix oOpabarbiBaeTcs
3anuiaeMas HHpopmarus.

AHTHBHPYCHAs 3a1IUTA

B nensx oOHapykeHHs U yCTpaHeHHs BpeJOoHOCHbIX HporpamMM B Illkone Ne 573 momkHbI
MCIIOJIb30BAThCS CPEJCTBA AHTUBUPYCHOM 3aIllUThl HH(OPMALINH.

OO0s3aTebHOMY KOHTPOJIO CpEACTBOM aHTHUBUPYCHOM 3aluThl HMH(OpMAIUHM J10JDKHA
nojanexarp Jrobas uHpopManus (TEKCTOBbIe (Qailbl 100bIX (QopMmaToB, (ailabl JTaHHBIX,
UCTIONHAEeMBIe (aiiibl), ModydyaemMas W IepegaBaeMas [0 JIOKaJIbHOM BBIUMCIUTEIBHOW CETH
B TOM 4YHCJ€ U CeTAM OOILEero Mojib30BaHUs, a Takxke HH(pOpMalus, XpaHMMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTEINSAX HUH(OPMAILIHH.

[Ipu ycraHOBKE MpPOrpaMMHOr0 oOOecleyeHus WM €ro OOHOBJIEHHS Ha CEBEpHOE
0o0OpyJOBaHUE JIOJKHA ABTOMATHUECKH BBIMOJMHATHCS MpeIBapUTENIbHAs IPOBEpKa JIaHHOTO
IPOrpaMMHOTr0 00ecreyeHHs Ha OTCYTCTBHE BPEJOHOCHOTO MPOrPaMMHOI0 00eCIeUeHuS.

OOHoBeHue 0a3 CUTHATyp Ui CPEACTBa AHTMBMPYCHOW 3alllUThl WH(OPMALMU JIOJKHBI
OOHOBJIATHCS €KEAHEBHO.

ITonb3oBarenu 6e3 paB aAMUHUCTpATOpa MH(POPMALIMOHHOMN CUCTEMBI
[Hkonst Ne 573 He AOMKHBI HMETh BO3MOXHOCTh IOJYYEHHS JAOCTyNa K KOH(Uryparuu
QHTUBHUPYCHOT'O CPEJICTBA 3AIUMUTHI UIU €70 OTKIFOYCHMUS.

KoHTpO/Ib 32a11IMIIIEHHOCTH IIEPCOHAIBHBIX JAHHBIX

B mensx MCKIIOUEHMs HKCIUTyaTallMM YA3BUMOCTEH MPOTrpaMMHOTO OOECTIEYEHHUs JIOJIKHBI
MPOBOAMUTCS pabOThl 1O BBISBICHUIO, aHAIM3y YA3BUMOCTEH WH(GOPMALMOHHONW CHUCTEMBbI
U OIEPATUBHOE YCTPAHEHHE BHOBbL BBIABICHHBIX YsI3BUMOCTEW. B TOM ducne opraHusanus
KOHTPOJISI YCTaHOBKM OOHOBJIEHHS NPOrpaMMHOr0 oOecredyeHHsl BKIIIOYasi CPEACTB 3alllUThl
uHpOpMaLIUH.

Hcnosb30Banue NPOrpaMMHOro odecneyeHus

Br16op nporpamMMHoro obecrieueHus it IpOU3BOJICTBEHHbIX HYXJ LlIkoner Ne 573 nomken
IIPOU3BOJAUTHCS B IPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOrO B EIMHBIN peecTp pOCCHUUCKHUX
IporpaMM Uil SJIEKTPOHHBIX BBIYMCIMTENBHBIX MallMH M 0a3 AaHHBIX. B cioywyae oTcyrcrBus
aHasiora B EIMHOM peecTpe pOCCHHCKHMX IPOTrpamMM JUIsl SJEKTPOHHBIX BBIYMCIUTEIIBHBIX MAalllWH
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U 0a3 JaHHBIX JIONYCKAeTCs HCMOJIb30BAaTh MIPOTPAMMHOTO  00ECHEYEeHHUE HMIIOPTHOTO
IPOM3BOJICTBA.

Hcnouab3oBanue cpeacTs Kpunrorpaguyeckou 3auThl HHGOPpMaLuu

Obecneuenue 3aMThl HH(GOPMAIIMM OTPAHUYEHHOIO I0CTYNA OT PACKPBITUS, MOIUPUKALIMU
W HaBs3bIBaHUA (BBOJA JIOKHOW wuH(popmammm) mpu ee mepenade (MOATOTOBKE K Tiepenade)
[0 KaHajgaM CBSI3M, MMEIOUIMM BBIXOJ 3a IpeAeibl KOHTPOJUPYEMOH 30HBI oOecrieuyuBaeTcs
NPUMEHEHHEM CPEICTB KPUITOrpaduyecKoi 3anThl HHPOPMALIUH.

[Ipuobperenne cpenctB kpunrorpadguyeckoi 3ammtel uHGopmaruu I[llkoma Ne 573
OCYILIECTBJISIETCS. HA OCHOBAaHUU JIOTOBOPOB M KOHTPAKTOB C JIMIAMH HMEIOLIUMMU JIEHCTBYIOIIYIO
muuenzuto @Cb Poccun Ha ocyliecTBIEHHE JAEATENBHOCTH 1O pPa3paboTKe, NPOU3BOACTBY,
pacmipocTpaHeHUI0 MHU(POBATBHBIX (KPUNTOTPAPUIECKUX) CPEACTB, MHPOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IIHU(PPOBAIBHBIX
(kpunTorpadMUecKux) CPEACTB, BHIIOIHEHUIO pabOT, OKa3aHHIO YCIYT B OOJIACTH MIU(POBAHHS
uH(pOpMallMK, TEXHUYECKOMY OOCTY>KMBaHUIO MIH(PPOBAIbHBIX (KpUNTOrpapUUecKUx) CpencTB,
MH(OPMALIMOHHBIX CUCTEM U TEIEKOMMYHHUKALMOHHBIX CHUCTEM, 3alMIIEHHBIX C MCIIOJIb30BAaHUEM
mudpoBanIbHbIX (KpUNTOrpaguuecknx) CpeAcTB (32 MCKIIOYEHHEM Cilydasi, €ClIM TEXHUYECKOe
oOcinyxuBaHue MUPPOBAIBHBIX (KpUOTOrpaUUYeCKuX) CpPeICTB, HHMOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIOJb30BAaHUEM MIM(POBATBHBIX
(kpunTorpadMUecKnx) CpEICTB, OCYIIECTBISICTCS JUIi OOECleYeHus: COOCTBEHHBIX HYXKI
IOPUJIMYECKOTO JIUIA WM UHAWBUIYAJIBHOTO IPEIPUHUMATETI).

B memsax opranmzammu M oOecriedueHUM Tepenayd WHQPOpPMANKMK 1O KaHallaM  CBSI3U
C HCIOJb30BaHUEM CPEJICTB KpUNTOrpaUuecKoil 3amuTbl MHGOpPMALUU, a TaKKe BBINOJHEHUS
muneH3noHHbIXx TpedoBanmii ®Ch Poccum B Illkome Ne 573 HazHawaercss MOHKHOCTHOE JIMIIO,
OTBETCTBEHHOE 332 KPUNTOIpahUUECKYIO 3aLUTY.

[Topraneable pemenus Ilkoma Ne 573 ¢ BO3MOXHOCTBIO JOCTyHa C ceredl oOmiero
MOJIb30BAHUs JIOJDKHBI B IPUOPUTETE pa3pabaThIBaThCsl ¢ OpraHU3alMen 3allMIIeHHOro KaHaa
nocpencTBoM mnpotokona TLS ¢ monaepxkoit anropurmos 'OCT 34.10.

Hcnosb3oBanue 3JIeKTPOHHOM MOYThI

OneKTpoHHas Mo4YTa JOKHA Hcnonb3oBarbest B Illkonme Ne 573 ¢ uenbro opranuzaunuu
0oOMEHa 3JIEKTPOHHBIMU COOOIIEHUSIMH MEX1y paObOTHMKaMH U CyObEeKTaMu HH(DOPMAIMOHHON
0€30MacHOCTH.

[Tpu ucronb30BaHUM MEKTPOHHON MOYTHI 3apPeIaeTCs:

oOMeH uH(popMalen s CiIykeOHOro MOoJIb30BaHus, a TakKe HH(pOopMalre orpaHu4eHHOT0
JIOCTYTIa;

MPEIOCTAaBIEHUE JIOCTYIA K 3JIEKTPOHHOH MOYTE C UCIOJIb30BAaHUEM JaHHBIX CBOEH y4eTHOM
3aMMCHU TPEThUM JIUIaM;

nyOIMKaIUsl CBOETO CIIy’KEeOHOTo aapeca AJIEKTPOHHOW IMOYTHI B AJIEKTPOHHBIX KaTalorax,
Ha IIOMCKOBBIX MalllMHaX M JApPYrUX pecypcax cetd HTepHeT B 1LesIX, HE CBSI3aHHBIX C
HCIIOJTHEHHEM CBOUX JIOJDKHOCTHBIX 00S3aHHOCTEH;

MOJIKCKA MO JIEKTPOHHON TMOYTE Ha pa3IMYHbIE PEKIaMHbIE MaTe€pHabl, JUCThI PACCHUIKH,
AIIEKTPOHHBIE KYpPHaJbl M T.J., HE CBS3aHHbIE C BBHINOJHEHHEM IOJIb30BaTeNIeM JIOHKHOCTHBIX
00s13aHHOCTEH;

OTKpBITHE (3amycK Ha BbINOJHEHUE) (aIoB, MOJYYEHHBIX IO DSJEKTPOHHOM mouTe
WM H3 pecypcoB ceth HMHrepHer, 0e3 npeABapUTEIbHONW TPOBEPKHM HUX AaHTUBUPYCHBIM
IIPOrpaMMHBIM 00€cTIedYeHUEM.

Pabora B ceTsix 0011ero noJIb30BaHUs

[koma Ne 573 ocraBnser 3a coboi mpaBo OJOKUPOBATH WM OrPaHUYUBATH JIOCTYI
pabOTHUKAaM K CeTSIM CBSI3M OOILEro IOJIb30BaHMs, B TOM 4HCle ceTu MHTepHeT, colepikaHue
KOTOpPBIX HE HMEEeT OTHOIICHHUS K HCIOJHEHHIO JOJDKHOCTHBIX O0OsI3aHHOCTEH, a Takke K
UHPOPMALIMOHHBIM ~ pecypcaM, COJIEp)KaHHE W  HalpaBJIEHHOCTh  KOTOPBIX  3alpereHbl
3akoHoJaTenbcTBOM Poccuiickont denepanmm.
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HNudopmanus o nocemaembix padotHukamu IIkomsr Ne 573 uH(pOpMAaIMOHHBIX pecypcoB
MPOTOKOJMUPYETCSl s TOCIAEAYIOUIero aHalu3a W, 0OpU HEOOXOIUMOCTH, MOXKET ObITh
IIPEJICTaBICHa PYKOBOAMTENSAM CTPYKTYPHBIX MOJpPA3AEiIeHUM, a Taxke pykoBogutento IIkossl
Ne 573 nnst KOHTpOJIA.

[Ipu ncnosibzoBanuu cetu MHTEPHET 3aIpeIeHO:

MCIIOJIb30BaTh npenocrabieHHbi [komoit Ne 573 noctyn B ceTh UHTEpHET B TMYHBIX LIEIISIX;

UCII0JIb30BaTh HECAHKIIMOHUPOBAHHbBIE IIPOIPAaMMHBIE U IPOrPaMMHO-aIIapaTHbIE CPECTBA,
MO3BOJIAIOINIME OTYYUTh HECAHKIIMOHUPOBAHHBIN 10CTYH K ceTh HTepHeT;

ny0nIMKOBaTh, 3arpyXaThb M pacHpoCTpaHsITh MaTepHualbl COAEpIKalllie HEIOCTOBEPHYIO
uHpopmarnuto o [lkone Ne 573, a Takxke anbcudunmpoBats cBoit IP-ampec.

Pe3epBHOe KONMpPOBaHKMe M BOCCTAHOBJICHUE JAHHBIX

Ocy1ecTBieHnEe Pe3EPBHOI0 KOMUPOBAHUS JIOJDKHO OCYILIECTBIIATHCS IS

uHpopmanun oOpabareiBaeMoii Ha (alIoBOM cepBepe U  CepBepe MPHIIOKCHUU,
MH(OPMALIMOHHON CUCTEMBI,

pabounx MeCT aJJMHHUACTPATOPOB HHPOPMALIMOHHON CUCTEMBI.

YacTtoTa U pexUM pPE3EPBHOIO KOMUPOBAHUS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4YTOOBI
o0ecneunTh MUHUMAJIbHYIO ITOTEPIO JAHHBIX U ONIEPAaTUBHOE BOCCTAHOBJICHUE.

Hactpoiika pe3epBHOr0 KOMHPOBAHUS W BOCCTAHOBIEHHUS PECYPCOB HH(POPMAIIMOHHBIX
cucteM Llxonbr Ne 573 nomxHbI IPOBOAUTH yIIOIHOMOUYEHHbIE padoTHUKU [komab! Ne 573.

PesepBHOE  KONMHMpPOBaHHME MOMKET  OCYILIECTBISATHCS B  aBTOMAaTHYECKOM  PEKUME
C TNPUMEHEHUEM OTEYECTBEHHOTO CIIEHHUAIN3UPOBAHHOIO CpEACTBA PE3EPBHOIO KOIMPOBAHUS
C JCHUCTBYIOUIUM CEepTU(UKATOM COOTBETCTBUSI MO TpeOOBaHUSAM O0e30MacHOCTH HHGOpMAIUN
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K IPOLUECCAM YIIPABJIEHUS
WH®OPMAIIMOHHOHN BE3OIMACHOCTHIO

MounTOopuHT HHPOPMANMOHHOM 0€30I1aACHOCTH

Ha moctosiHHOM OCHOBE JOKEH NPOBOAMTHCS KOMIUIEKCHBIM aHalu3 (PyHKIHOHUPOBAHUS
uHpopmannoHHoi cuctembl Ikombr Ne 573 M BO3HUKalOUIMX COOBITUI HMH(DOPMAIIMOHHON
0€30I1aCHOCTH.

[Tporiecc MoHUTOpHHra cucTeMbl oOecrieueHHs MH()OPMAIMOHHONW O0€30MacHOCTH JI0JIKEH
BKJIIOUaTh B c€0s KOHTPOJIb OPraHM3AI[MOHHBIX M TEXHUYECKUX Mep IO 3alluTe HHQOpMaIuH,
aHaJIu3 mapaMeTpoB KOHPUTypalMy U HACTPOMKH CPECTB 3alUThl HH(POPMAIUH.

IIpn mpoBeneHUN KOHTPOJBHBIX MEPONPUATHN, CBA3AHHBIX C OLEHKOW peanu3alnuu Mep
no 3amure wuHpopmauuu B Ilkome Ne 573, ymonHomMo4eHHble pPaOOTHUKH —JOJDKHBI
PUAECPKUABATHCS CIETYIOIIUX IPUHIIUIIOB!

HE HapylaTh QyHKIHOHUpOBaHUe JesTreabHocTH Lkomsr Ne 573;

JIEHCTBOBATh B COOTBETCTBUM C YTBEPKIACHHBIMH OPTraHU3aLMOHHO-PACIIOPSAUTEIBHBIMA
nokymentamu [Ikomnst Ne 573 mo 3ammure nuadopmanuu;

HE CKPbIBaTh (haKThI BHIABIEHHBIX COOBITUI NH(OPMaIIMOHHON 0€301aCHOCTH;

0(OPMIIATH OTUETHI, TOATBEPHKAAOLIIE BBIMOJIHEHHUE MEPOIPUATHIH MO 3aluTe HHPOPMALIUH.

Wudopmanys, TmoiydeHHas B XOA€ MPOBEACHUS KOHTPOJUPYIOUIUX MEpONPUATUI
0 JEUCTBUSX, COOBITUSX M TapamMeTpax, MMEIOIIUX OTHOLICHHE K pealu3alud Mep MO 3alluTe
uH(pOpMalliK, TOJKHA KOHCOJUAMPOBATHCS M XPAHUTHCA B MECTax, MUCKIIOYAIOIIMX IOTy4YeHHE
K HEW HECAHKIIMOHUPOBAHHOI'O JAOCTYIIA.

MOHUTOPUHT JaHHBIX O 3aPETUCTPUPOBAHHBIX COOBITHSAX HH(DOPMALIMOHHOW 0€30MacHOCTH
JIOJKEH IIPOBOAMTHCS, TI0 BO3MOXKHOCTH, C MCIIOJIb30BAHUEM CUCTEMBI MOHUTOPUHIA UHIUIECHTOB
MH(OPMaLMOHHON 0€30MacHOCTH WJIM BCTPOEHHBIX MEXaHM3MOB HACTPONKHM M ayAuTa COOBITUIN
B NPOTPaMMHBIX U TNPOrpPaMMHO-aNIMapaTHBIX CPEICTBaX, MCIOIb3YEMbIX B HH()OpPMAIMOHHON
uHppactpykrype [xombr Ne 573.

YnpasJieHue pucKamMu
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OmnpeneneHue BHYTPEHHHX TpeOOBaHMN IO 3amuTe MHGOPMAIMH, JOJDKHBI OCHOBBIBATHCS
Ha pe3yjbTaTax IPOBEICHMs aHAINW3a PHCKOB HAapyLICHHs OCHOBHBIX CBOMCTB 0€30MacCHOCTH
Ui “HGOpMaMOHHBIX pecypcoB Lkonbr Ne 573.

OCHOBOI1 OLIEHKH PUCKOB JOJIKHA ObITh OLICHKA YCIOBUI U (PAaKTOPOB, KOTOPBIE MOT'YT CTAaTh
NPUYHHON HapyIIeHUS IETOCTHOCTH, KOH(DUACHIMAIBHOCTH U JOCTYITHOCTH JJ1s1 HH(OPMAIIMOHHBIX
pecypcoB HIkomnsr Ne 573.

PesynbraToM mpoBeneHUs aHalU3a PUCKOB JOJDKEH OBITh Pa3pabOTaHHBIA KOMIUIEKC Mep,
HAIPABJICHHBIX HAa CHIKEHUE BO3MOYKHOIO HETaTMBHOI'O BIIMSHHUA Ha OCHOBHYIO NEATEIbHOCTH
Hlkoner Ne 573 mpu peanusanuu TOH WIM HMHOW Yrpo3sl Oe3omacHOCTH WHPOpMANUU U
o0ecrneunBaOIUX B JajbHEHIIEM JOCTATOYHBIH YPOBEHb 3ALIUILIEHHOCTH WH(POPMALMOHHBIX
cucteMm Llxosnbr Ne 573.

YnpasjieHue uHIUAeHTAMHA UHGOPMATMOHHOM 0€30IaCHOCTH

st o6ecriedennst 3PPEeKTUBHOTO pa3pelieHUs MHIIMICHTOB HHPOPMAITMOHHON O€301aCHOCTH
B Ilkone Ne 573, MuMHMMM3aUMM NOTEPh M YMEHBIICHHS DPHUCKAa BO3HMKHOBEHMSI IOBTOPHBIX
UHIUJCHTOB  JIOJDKHO  OCYILECTBIISATHCS  YIPABICHWE  WHIHUICHTAMH  HMH(OPMAIIMOHHON
0€30I1aCHOCTH.

Jns yrpaBiieHUs MHIUACHTAMH HH()OPMAIMOHHONW O€30MacHOCTH JIOJDKHA OBITh CO3/1aHa
ci1y’)k0a MOHMTOPUHTA M PearMpoBaHUsl HA MHIUAECHTHl MH(MOPMAIMOHHONW 0€30aCHOCTH, KOTOpast
IIOCPEACTBOM KOMILJIEKCA CPEICTB U MEpPONpUATUN Juisi cOopa M KOHCONMIAUMU HH(pOpMaLuu
00 MHUUACHTaX pellaeT JaHHYK 3ajady. B OTHOIIEHMM Ka)XI0ro HpOM30LIeINIEr0 MHLIUICHTA
paboTHHKaMU W3 CIy)KObI MOHHUTOPHHTa M pPEarnpoBaHUS HA WHIUACHTH WH(POPMALMOHHOM
0€30I1aCHOCTH JIOJKEH BBIMOIHATHCS €ro aHalu3, U pa3paboTka 3(h(EeKTUBHBIX MEp pearupoBaHUs
HAa JIaHHbIN HHIUCHT.

Ayaut cucremMbl obecnevyeHusi MHPOPMAIMOHHOM 0e30I1aCHOCTH

B nensx oueHku Tekyuiero ypoBHs MH(popmannoHHOW Oe3omacHoctu Illkonma Ne 573 Ha
PETryJIsIpHOI OCHOBE TOJIKEH MPOBOIUTHCA ayJUT HH(POPMAIIMOHHOI 6€30MaCHOCTH.

BuyTpeHHue aynuThl 10JKHBI BBINONHATECA paboTHHKamu [konsr Ne 573. B uucno 3anauy,
pelaeMbIX IpU NpOBEIeHNH BHYTPEHHUX ayIUTOB HH(POPMAIIMOHHOI 0€301MacHOCTH, BXOJIAT:

cOOp M aHaAJIMW3 HUCXOJHBIX JIaHHBIX OO0 OPraHM3alMOHHOW U (PYHKIIMOHAJIBHON CTPYKTYpe
UH(POPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JIUIsl OLIEHKH COCTOSIHUSL CUCTEMBI 3allIUThl HH(POpMAaLNY,

AQHAIN3 YTBEP)KICHHBIX OPTraHU3allMOHHO-PACIIOPSAUTEIbHBIX JIOKYMEHTOB IO 3allluTe
UHpOPMALIMU Ha IPEAMET UX HOJTHOTHI U 3((HEKTUBHOCTH, a Takke (POPMUPOBAHHE PEKOMEH AN
0 UX 10pabOTKe WU pa3paOOTKHU HOBBIX;

o0ocHOBaHME (PUHAHCOBOM 3(PPEKTUBHOCTH BHOBb IPHOOPETAEMBIX CPEICTB 3aIUTHI
uH(popMaluy,

IpOBEpKa MpPaBWIBHOCTH BbIOOpa W HACTPOWKM CPEICTB  3alMThl  MH(OpMaIuy,
(dbopMUpOBaHKE MPEJIOKEHUH MO NCIOJIB30BAHNIO UMEIOIIUXCS CPEACTB 3aIUThI HHPOPMALUH A5
MOBBIIIEHUS YPOBHS HAJEKHOCTH M 6e30MacHOCTH HH(popManMoHHbIX cucteM [lIkoner Ne 573;

aHAJIW3 OTYETOB [0 MPOU3OLICAIINM HHUUJACHTaM WH(GOPMalMOHHON Oe30macHOCTH
Y TIPUHATBIM M€paM 110 UX pa3pelleHUIO.

IHoBbImeHne 0CBEAOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanuM KOMIUJIEKCHOTO MPOTHBOACWUCTBUS yrpo3aMm 0€30MacHOCTH
uHpopManuu, ucxoniaummM oT padoTHuUKOB Illkonbr Ne 573 nomkHa MOCTOSIHHO MOBBIMIATHCA
UX OCBEJJOMJICHHOCTb B O0JIACTH 3alLUTHI MH()OPMAIIHH.

[ToBbimenue ocBegoMiaeHHOCTH paboTHUKOB LlIkoner Ne 573 ocymiectBnsercs:

no cymectByromuM B [lIkose Ne 573 oprann3anioHHO-pacopsAUTENbHBIM JOKYMEHTAM,

no npumeHsiembIM B [lIkose Ne 573 mepam 3amutel uHGOpManuu;

10 IPAaBUIILHOMY HCIIOJIb30BAaHUIO CPE/ICTB 3aIIUTHI HH(POPMALIHH.

7  3AK/IIOYEHHUE

[Ipu w3MeHeHUHM JeicTBYyIOIIEro 3akoHoaarenbcTBa Poccuiickoit denepanuu B obmactu
3aIUTHl HTHPOPMAIINH, a TAK)KEe OpTraHU3aI[MOHHO-PACTIOPAIUTEIBHBIX JOKYMeHTOB [lIkombr Ne 573
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Hactosimias [lonuTvka U M3MEHEHHS K HEW NMPUMEHSIOTCS B YacTH, HE MPOTUBOpEYAlle BHOBb
MPUHSITHIM 3aKOHOJATENbHBIM U MHBIM HOPMATUBHBIM aKTaM, a TakK€ BHYTPEHHHM JOKYMEHTam
[xosbr Ne 573.

Bce TpeOoBaHMs, yCTaHOBJICHHBIC JCHCTBYIOIIMM 3aKOHOJATEILCTBOM Poccuiickoi
®denepannu, MOA3aKOHHBIMU aKTaMU M JOTOBOPHBIMU OTHOUIIECHUSIMHU, a Takke moaxoj Lkoibr
Ne 573 k obecrneueHUI0 COOTBETCTBHSI 3THUM TPEeOOBAaHUSM JOJDKHBI OBITH SIBHBIM 0Opa3oM
ONpeIeTICHBI, TOKYMEHTUPOBAHBI U MOAIEPKUBATHCS B AKTYaJIbHOM COCTOSIHUU.

[llxoma Ne 573 B NpPUOPUTETHOM HAIPABJICHUU JOJIKEH pPacCMaTpUBATLCS MEPEXO]]
a IPOrpaMMHOTO 00ECIEYCHHE OTEUYECTBEHHOTO MPOU3BOUTEIIS, BKIIOYCHHOTO B €IUHBIA PEecTp
POCCHUHCKHUX MPOrpaMM Ui 3JEKTPOHHBIX BBIUMCIUTEIBHBIX MAIIMH U 0a3 JaHHBIX. B ToMm uucie
M0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYIOBAHHS M MPOTPAMMHO-AIMapPaTHBIX CPEIICTB
BKJIIOUCHHBIX B ENMHBIN peecTp pOCCUUCKON Paaro3JIEKTPOHHON TPOTYKIIUH.

[lepecMoTp u BHeceHME M3MEHEHHH B Hactosulyro [loJIMTHKY OCYIIECTBIISIFOTCS
Ha MIEPUOINYECKON U BHEIIJIAHOBOI OCHOBE.

18



8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 unbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAITII.

2  Oepepanbhblit 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCH.

3 Tlocranosnenue IIpaBurensctBa Poccuiickoir ®enepanmm ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [losoxeHus o JTULEH3UPOBAHUN AEATEIIBHOCTH 10 pa3paboTKe, IPOU3BOJICTBY,
pacmpocTpaHeHUI0 MHU(POBATBHBIX (KPUNTOTPAPUIECKUX) CPEACTB, WHPOPMAIMOHHBIX CHUCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpadMUecKux) CPEACTB, BHINOIHEHUIO padOT, OKa3aHHIO YCIYT B OOJIACTH MIU(PPOBAHHS
nH(popMaIuy, TEXHHUYECKOMY OOCITY)KMBAaHUIO MHU(POBATBHBIX (KpUNTOrpaduUecKux) CpeiCTB,
UH(POPMALIMOHHBIX CHCTEM M TEIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mMUGPOBATHHBIX (KpUNTOrPpaPUIECKUX) CPEACTB (32 HCKIIOUCHHEM CiIydas, €ClId TEXHHYECKOe
oOciy)xuBanue MHU(POBATBHBIX (KpUNTOrpaUUECKnUX) CpPEACTB, WH(POPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIHOJb30BAHUEM IIU(PPOBAIBHBIX
(kpunTorpadMUecKux) CPEINCTB, OCYIIECTBISETCS st  oOecredeHus: COOCTBEHHBIX —HYXKI
IOPUJIMYECKOTO JIMIA WK MHAMBUAYAILHOTO IPEANPUHUMATEIIS)).

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®emeparuu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHUMM TpeOOBaHMI K 3alUTe IMEPCOHAIBHBIX JAaHHBIX INpU HX 00paboTke
B HH(OPMAIIMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX .

5 [Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opraHuzanuu U o0ecrieueHuu OEe30MaCHOCTH XpaHEHMs, 0OpadOTKH M IMepeiayd Mo KaHajlaM
CBSI3U C HCIOJBb30BAHHUEM CPEJICTB KpUIITOrpaduyeckoil 3amuThl MHGOPMALMK C OrpaHUYEHHBIM
JOCTYIIOM, HE COJIEpIKaIleil CBEICHHIA, COCTABIISIONINX TOCYIapCTBEHHYIO TAlHY».

6 Ilpukaz ®CBb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu llomoxxeHus
0 pa3zpaboTKe, POU3BOJICTBE, peaTH3alui 1 SKCIUTyaTaluy IMU(GPOBATIbHBIX (KpUNTOrpadhuIecKux)
cpencts 3amutel nHGopmaruu ([Tonoxenue [TK3-2005)».

7 IIpuxaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O0 yTBepkIeHUHN TpeOOBaHUM O 3aIuTe
MHpOpMAIlMU, HE COCTABJSAIONICH TOCYIapCTBEHHYIO TaiiHy, cojepikalleiics B rocydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMAX).

8 IIpuxaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEpKICHUN COCTaBa U COJCPKAHUS
OpPraHU3alMOHHBIX U TEXHUUYECKUX Mep MO OOECleyYeHHI0 OEe30MacHOCTH MEPCOHAIBHBIX AAHHBIX
pu UX 00paboTke B UHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX).

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxkaenun CocraBa U coJepKaHUsA
OpPTraHU3aIMOHHBIX W TEXHHUYECKUX Mep MO OOECIeYeHHI0 OE30MaCHOCTH MEPCOHAIBHBIX TaHHBIX
npu X o0paboTke B WH(POPMAIMOHHBIX CHCTEMax IMEPCOHAIBHBIX TAaHHBIX C HCIOJIb30BAaHHEM
CpeACTB KpUOTOrpapuuecKkol 3amuTbl HMHGOPMAIMM, HEOOXOAUMBIX JUISl  BBIIOJIHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit denepanun TpeGoBaHUM K 3alUTe MEPCOHATbHBIX
JTAHHBIX
JUTSL KaXJIOTO U3 YPOBHEH 3allIUIIICHHOCTI.

10 TOCT P 51624-2000 «3ammra wuHGOpPMAUU. ABTOMATU3UPOBAHHBIE CHUCTEMbI
B 3aIIUIIEHHOM ucToTHeHHH. OO01ue TpeOoBaHUs).

11 TOCT P 51898-2002 «Acnektsl 6e30macHOCTH. [IpaBuiia BKIIIOUEHHS B CTAaHIAPTHI.

12 TOCT P 50.1.056-2005 «Texuuueckass 3amuta HH(opManuu. OCHOBHBIE TEPMHHBI
Y OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1HDOpMaIiOHHAsS TEXHOJIOTHS. METOBI U CpeacTBa
6e3onmacHocTH. CuCTEMBbI MEHEPKMEHTAa HH(POPMAIIMOHHOM O6e30macHoCcTH. TpeOoBaHMs .

14 TOCT P 50922-2006 «3amuTa napopmaryii. OCHOBHbIE TEPMHUHBI U ONIPEICTICHHSI.

15 TOCT P 51275-2006 «3Bamurta uHbopmaruu. OO0bekT uHpopMmaTuzamuu. DakTOpHI,
BO3/IciicTBYIOMIME Ha HH(pOopManuo. OOIIHE MOIOKEHUS.

16 TOCT P HNCO/M3K TO 13335-5-2006 «MHpopmanoHHAas TEXHOJOTUA. MeTosl
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U cpencTBa obecrieueHus: 6e3omnacHocTH. YacTh 5. PyKOBOJACTBO 1O MEHEIKMEHTY O€301acHOCTH
CETH.

17 TOCT P HCO/TO 13569-2007 «®DunancoBbie  yciayrn. PexomeHmanuu
1o UH(pOpPMaLIMOHHOM 0€30aCHOCTH.

18 T'OCT P UICO/M3K 27005-2010 «MubopmannoHHas TexHOJIOTHs. MeToabl U cpeicTBa
oOecrieyeHus 6e30macHOCTH. MeHePKMEHT prcka HH()OPMAIIMOHHON 0€30IacHOCTI.

19 T'OCT P UCO/MBK 27004-2021 «MudbopmarimornHas TEXHOJIOTHA. MeTOIbl U CpeCTBa
oOecrieueHus Oe3omnacHOCTH. MeHEKMEHT HMH(POPMAIIMOHHON Oe3omacHOCTH. MOHUTOPUHT,
OLIEHKA 3aIIMIICHHOCTH, aHAJIU3 U OLICHUBAHUEY.

20 T'OCT P 51897-2021 «MenemxmeHT prcka. TepMUHBI 1 OTIPEACTICHUSY.

21 TOCT P 52069.0-2013 «3ammra wunpopmaruu. Cucrema crangaptoB. OCHOBHBIC
TIOJIOKCHUSY.

22 Konuenuus nH(OPMaMOHHON 0e30MacHOCTH WCIIOJTHUTENIbHBIX OpraHoB
rocynapcrBeHHol Biactu Cankt-IlerepOypra ot 20.02.2023.

JOKYMEHT NOZAMUCAH SMEKTPOHHOM NOAMUCHIO

rOCYAAPCTBEHHOE BHODKETHOE OBLLLIEOBPA3OBATEJIbHOE ?9(.)06.23 15:07 (MSK) Ceptudukat A165633C808A9D678FFEABA119248BB7
YYPEXXAEHUE CPEQHSS OBLLLEEOBPA3OBATEJIbHASA LUKOJIA N2 573

MPUMOPCKOIO PAMOHA CAHKT-NETEPBYPIA, Hazaposa VipuHa
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